
  

About...
Specter :

* An entity of service
* Enjoys reversing black-box hardware



  

About...
Specter :

* An entity of service
* Enjoys reversing black-box hardware
* Heating Engineer



  

Play   video1.mp4

Stephen Chavez introduces
Himself in SAS2017 clip



  



  

GeekPwn 2016, Shanghai



  

GeekPwn 2016, Shanghai

Kaspersky SAS 2017
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R-Net interface and topology

1     2

3          4

1) CAN Lo
2) CAN Hi
3) +24VDC
4) GND(-)

Female / Device side

PM

Hub

JSM
Pi3 + PiCan2 
+ Power



R-NET rides on CANBUS 2.0B
Differential pair. Dominant and recessive bits.

dominant is a logical 0 (actively driven to a voltage by the transmitter)
recessive is a logical 1 (passively returned to a voltage by a resistor)

Frame oriented.  IDs: 11bits(standard frame)  

11+18bits(extended frame).  Data can be 0 to 8 bytes.

Speeds: R-net is at 125Kbps.  Max 1Mbps for Can 2.0B

FrameID represents message priority.  
If multiple messages attempt to xmit at the same time, the lowest ID wins.

Protocol chips do the work.  
CAN protocol is built in to many SOCs (Beaglebone) and MCUs(ARM Cortex M3/M4.)

Acknowledge bit (@ end of frame) is set by any receiving device.

Errors in transmission can be instantly detected.  We tried bit banging to kill frames.  
This instantly causes an error condition and the frame is resent (no timeout).

There are no addresses implicit in CAN protocol.
This makes it difficult to determine what is source/destination.



R-NET CAN frame examples
Horn beep:
$ cansend can0 0C040100# ;sleep .2; cansend can0 0c040101#

Set maximum power to 50%:
$ cansend can0 0A040100#32; cansend can0 181c0100#0260000000000000

Random battery levels:
$ cangen can0 -I 1C0C0100 -L 1 -e -g 100

Change from mode “0” to mode “1”:
$ cansend can0 061#40400000; sleep .1; cansend can0 061#00410000



JSMerror
exploit  

Green = JoyXY frames
Yellow = JSM heartbeats
Red = Injected frame

JSM is in “drive” mode
Outputs JoyXY frames...
until a JSM network error is 
triggered.

JSM continues to output 
heartbeat frames but stops 
outputting JoyXY frames.
At the point of error we can 
take up the rhythm with injec-
tion.  

Synchronizing our spoofed 
JoyXY frames may be done 
by clocking the last JSM 
JoyXY frame prior to inducing 
the JSM error.



  

Reversing R-NET 
STARTUP and NETWORK CONFIG frames:
     000#R               :PMtx sleep all devices
     002#R               :PMtx sleep all devices
     00C#                :JSMtx test canbus connection.  Checks for ack on bus prior to JSM wake 
     04M#00000000        :JSMrx select modemap M for parameter exchange.  See: 78M#...  causes
     04M#80000000        :JSMtx end parameter exchange for mode M.
     7B3#                :PMtx global request for configuration mode
     7B1#                :PMtx drop to config mode 1
     7B0#                :JSMtx PMtx drop to config mode 0 --- ends capability      
PARAMETER EXCHANGE frames:
     78M#2P810000Xx00Vv00:JSMtx check if pointer Xx sub Vv exists
     79M#4P81000000000000:PMtx yes, pointer exists
     79M#CP81000000000000:PMtx no, pointer does not exist
     79M#2P8C0000asciitxt:PMtx text chunk used for cJSM display messages.  Only prese
     78M#4P8F000000000000:JSMtx request "pointer" from PM.  Pointer address set with 78M#2P81...
     79M#2P8F0000XxYy0000:JSMtx XxYy = "pointer" returned by PM. Response to 78M#408F000000000000 
     79M#C181000028000000:PMtx Error: address not found.
     78M#208000001M000000:JSMtx programming header issued prior to capability 

SERIAL NUMBER enumeration/confirmation:
     1FRSTtUu#                :JSMtx/rx PMtx/rx SerialNumber exchange. R=Subsequence       
1f9000Xx#
     1f9100Xx#
     1f8000Xx#



  

Play   video2.mp4

POC demo @ SSD Jul '16



  



  

Play     video3.mp4

SmartWheels Demo



  

What about a 
headline grabbing

remote exploit 
without modifications 

to the chair?



  

The only 
R-net wireless 

device
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MC908 + 
56F83 DSP

 ARM7

XC164 Infineon

    9S12C

 9S12C

MC908GZ



  

R-net 
Bluetooth 
Mouse 
Internals

Bluetooth module

9S12C

SPI

R-net



  

Google Image search: “MC9S12”

some interesting results



  

WTF IS GOING ON HERE?



  



  



  



  

Send ECU + $$  =   Get FLASH



  

Does not lift 
legs of mcu.

  Clock injected 
at component



  

Send MCU 
 = 

 Get 
Firmware*

* or full refund.  
Chip is not returned :(



  

MCU crack 
services



  

Thanks MikaTech !  Nice art!



  

Send MCU 
 = 

 Get 
Firmware*

* or full refund.  
Chip is not returned :(



  



  



  



  



  

t

t
“as an Electrical Engineer 
and programmer 
i cant understand how 
these tools bypass the 
security. 
This is why i started this 
discussion here.”



  



  

Cracked Xprog software

Notice: 

1. If your X-Prog is older version,cannot use this newest dongle to update to V5.60

2. Close all of the computer anti-software. If not, X-prog software may be killed.

3. Disconnect the internet. If not, the internet may damage the hardware.

4. Uninstall all the old xprog-m, or xprog box software, make sure that your PC only in-
stall our software for our xprog-box 5.70 , our xprog-box hardware cannot work with 
other lower or higher software. If not, the hardware will be damaged, and will lose its 
warranty...

5. Never try to UPDATE, the hardware will be damaged if you want to try to upgrade it 
online, without any warranty.

6. We cannot refund, cannot exchange, can not repair if you do not listen to those ad-
vices. It means that you accept those conditions if you have ordered our xprog-box. 



  

MCU
ATmega64A

Xprog 
internals

EEPROM
reader

USB

FTDI



  

Unknown MC9S12 Device.  Part ID: 0x00003102



  

GLITCHING THE HCS12 RESET-PHASE STATE MACHINE
BY PULLING RESET HIGH AT CRITICAL POINTS



  



  



  

$20 Teensy 3.2

Freescale K20

96mhz



  

Reading 9s12 after bypass security



  

Reversing:   (1)dump … (2)diss … (3)name



  

MCUs on PowerWheelchair

Power Module – Freescale MC56F83

Joystick Module – NXP LH75411-NOQ 
32-BIT ARM7

IO module –  Freescale MC908GZ

Bluetooth “iDevice” - Freescale 9S12C

Light Module (not OEM) - 
SAF-XC164CS
ATMEL   AT90Can128



  



  

dicesoft.net

gofundme.com/stephenandlani

github.com/redragonx

sp3ct3r@protonmail.com
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