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Kaspersky SAS 2017

# HAT IS R-NET/CANBUS? gz

“ Z2.NET Protocol

BOX CE *  On-the-fly-configuration Kaspersky
Talks Tri * Advanced motor control algorithms
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terface and topology

Female / Device side

O @
®@ O

1) CAN Lo
2) CAN Hi
3) +24VDC
4) GND(-)




R-NET rides on CANBUS 2.0B

Differential pair. Dominant and recessive bits.

dominant is a logical O (actively driven to a voltage by the transmitter)
recessive is a logical 1 (passively returned to a voltage by a resistor)

Frame oriented. IDs: 11bits(standard frame)
11+18bits(extended frame). Data can be 0 to 8 bytes.
Speeds: R-net is at 125Kbps. Max 1Mbps for Can 2.0B

FramelD represents message priority.
If multiple messages attempt to xmit at the same time, the lowest ID wi

Protocol chips do the work.
CAN protocol is built in to many SOCs (Beaglebone) and MCUs(ARM Cortex M3/M4.)

Acknowledge bit (@ end of frame) is set by any receiving device.

Errors in transmission can be instantly detected. We tried bit banging to kill frames.
This instantly causes an error condition and the frame is resent (no timeout).

There are no addresses implicit in CAN protocol.
This makes it difficult to determine what is source/destination.



R-NET CAN frame examples

Horn beep:
$ cansend can0 0C040100# ;sleep .2; cansend can0 0c040101#

Set maximum power to 50%:
$ cansend can0 0A040100#32; cansend can0 181c0100#0260000000000000

Random battery levels:
$ cangen can0 -1 1C0C0100 -L 1 -e -g 100

Change from mode “0” to mode “1”:
$ cansend can0 061#40400000; sleep .1; cansend can0 061#00410000



M #can0 [Wireshark 1.12.1

(Git Rev Unknown from unknown)]

===

File

Edit View

© © 4 W

Filter:

319
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334

336
337
338
339
340
341
342
343
344
345
346

2.837178000
2.847196000
2.857223000
2.861375000
2.867185000
2.871171000
2.877192000
2.887183000
2.897281000
2.898273000
2.907235000
2.911412000
2911838000
2.920997000
2.954035000
2.971239000
2997445000
3.020994000
3.071271000
3.097462000

3.112096000
3.120962000
3.171285000
3.197629000
3.211508000
3.221085000
3.271308000
3.297535000
3.321005000
3.361643000
3.371265000

Go Capture

Analyze Statistics

ED xcg Q¢

10 XTD:0x02000100

10 XTD: 0x02000100
10 XTD: 0x02000100
10 XTD: 0x14300000
10 XTD: 0x02000100
16 STD: 0x0000000e
10 XTD: 0x02000100
10 XTD: 0x02000100
10 XTD: 0x02000100

v | Expression...

Q0 00
00 00
Q0 00
0000
00 00
0890 1c8a 00000000
0000
00 00
Q0 00

15 XTD:0x03c30f0f 87 87 87 87 87 87 87

10 XTD: 0x02000100

8
16
16
13
16
15
16
16
15

10
16
16
15

9
16
16
15
16
10
16

XTD: 0x0c000000
XTD: 0x1c300004
STD: 0x0000000e
XTD: 0x1c200100
STD: 0x0000000e

00 00

6c b0 4d 00 6c b0 4d 00
0890 1c 8a 00 00 00 0O
0481000003

08 90 1c 8a 00 00 00 0O

XTD: 0x03c30f0f 87 87 87 87 87 87 87
STD: 0x0000000e 0890 1c8a 00000000
STD: 0x0000000e 0890 1c 8a 00 00 00 00
XTD: 0x03c30f0f 87 87 87 87 87 87 87

XTD:0x14300000 0000

STD: 0x0000000e 0890 1c8a 00000000
STD: 0x0000000e 0890 1c 8a 00 00 00 Q0
XTD: 0x03c30f0f 87 87 87 87 87 87 87
XTD:0x0c140000 01

STD: 0x0000000e 0890 1c8a 00000000
STD: 0x0000000e 0890 1c 8a 00 00 00 00
XTD: 0x03c30f0f 87 87 87 B7 87 87 87
STD: 0x0000000e 0890 1c8a 00000000
XTD:0x14300000 0000

STD: 0x0000000e 08 90 1c 8a 00 00 00 Q0

Help

Jsm_heartbeats v

JSMerror
exyploit

Green = Joy&XY frames
Yellow = JSM heartbeats

Red = Injected frame

JSM is in “drive” mode
Outputs JoyXY frames...
until a ISM network error is
triggered.

JSM continues to output
heartbeat frames but stops
outputting JoyXY frames.

At the point of error we can
take up the rhythm with injec-
tion.

Synchronizing our spoofed
JoyXY frames may be done
by clocking the last JISM
JoyXY frame prior to inducing
the JSM error.



Reversing R-NET

STARTUP and NETWORK CONFIG frames:

OOO#R :PMtx sleep all devices

002#R :PMtx sleep all devices

00C# :JSMtx test canbus connection. Checks for ack on bus prior to JSM wake
04M#00000000 :JSMrx select modemap M for parameter exchange. See: 78M#... causes
04M#80000000 :JSMtx end parameter exchange for mode M.

TB3# :PMtx global request for configuration mode

TB1# :PMtx drop to config mode 1

TBO# :JSMtx PMtx drop to config mode O --- ends capability

PARAMETER EXCHANGE frames:
78M#2P810000Xx00Vv00:JSMtx check if pointer Xx sub Vv exists
79M#4P81000000000000:PMtx yes, pointer exists
79M#CP81000000000000:PMtx no, pointer does not exist
TOM#2P8C0000asciitxt :PMtx text chunk used for cJSM display messages. Only prese
78M#4P8F000000000000: JSMtx request "pointer" from PM. Pointer address set with 78M#2P81...
TOM#2P8F0000XxYy0000: JSMtx XxYy = "pointer" returned by PM. Response to 78M#408F000000000000
79M#C181000028000000:PMtx Error: address not found.
78M#208000001M000000: JSMtx programming header issued prior to capability

SERIAL NUMBER enumeration/confirmation:
1FRSTtUu# :JSMtx/rx PMtx/rx SerialNumber exchange. R=Subsequence

VN N aVaVaVahtuI N
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SmartWheels

[EECS 149/249A Class Projec]

Tomas Vega
tomas.vega@berkeley.edu

_ James Musk
jamesmusk@berkeley.edu

Corten Singer
cortensinger@berkeley.edu

Yash Shah
yshah@berkeley.edu

Department of Electrical Engineering and Computer Science
University of California
Berkeley, CA

ABSTRACT

We develop a self-driving, target-following, obstacle-avoiding
wheelchair and discuss the design considerations that were
incorporated into the creative process. We use a Raspberry
Pi 3 Model B with a PiCAN 2 shield to send commands
to the wheelchair via the R-net protocol. An iPhone appli-
cation is used to track AprilTags (2D barcodes developed
for robotics applications) with its camera and send data to
the Raspberry Pi. Finally, we use three ultrasonic sensors
attached to the Raspberry Pi to detect obstacles.

control of his wheelchair. He was eager to share his research
[6] with us and help us gain access into our wheelchair's
control system. He was also the motivation behind the
features we wanted to implement in our smart wheelchair.
Stephen suffers from bilateral open-cleft schizencephaly, a
rare brain condition that leaves him non-verbal and par-
alyzed except for one hand. Thus, Stephen cannot speak
and navigate simultaneously. Our solution allows Stephen
to let his wheelchair antonomonsly follow his friends while
awoiding obstacles so that he can participate in conversa-
tion without the burden of stopping each time he wants to
contribute. Purther, our intelligent wheelchair design has
incredible potential for visually impaired wheelchair users
who have trouble navigating in unfamiliar terrain. Globally,
there are 39 million blind people and 246 million have low
wvician Bl Tt i= estimated that 1 i 10 visnally immaired
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Send ECU + $$ = Get FLASH

category

€ | Back to search results | Listed in category:

All €

eBay Motors > Automotive Tools B Supplies > Diagnostic Service Tools = Other Diagnostic Service Tools

BMW CAS4 READING SERVICE 100% SUCCESS

ltem condition: MNew other (see details)

Quantity: | 1 | 3 available / 1 sold
Pricer GBP 120.00 Buy It Now
Approximately US $149.85

Add to cart

17 watching © Addto watch list

* Addto collection

5 inguiries Longtime member Fast and safe shipping

Shipping: GBP 16.99 (approx. us 521.22) Expedited Shipping to United States @ |

See details

Itern location: Leeds, West Yorkshire, United Kingdom

Ships to: United Kingdom and many other countries | See details



-

HELLCTEND THANKS FOR LOOKING AT LISTING
ON OFFER IS A CAS 4 READING SERVICE

ARE YOU HAVING TROUBLE READING CAS 4 MODULES WITH
S5M48H & 1N35H UP TO 2015 ?

Remove cas 4 & send it or bring it to us here at Leeds West Yorkshire

4 in ag g
@

Or we can send it back with info changed to what you need for dash correction

We won't lift any legs or cut any tracks or damage your cas

We can reaa aata &% program

if your an auto locksmith

(If you want cluster doing too send me eeprom or eeprom data
and i can change for you at extra cost )

We will test it first on bench then afterwards before shipping
Please only send ones that have not been attempted to read first
or you will be charged to test it & if it fails will be charged for return postage .

We also offer same day service inclusive of fully insured
special delivery return postage

Any info contact Anthony on 077707 23332

Thanks for looking
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IC Crack Search| search
m Index AVR Crack CPLD Crack MCU Crack FAQ Content please enter your... :attiny34

IC reverse analysis research hO b mores s

Removing read protection ST Unveils World's First ARM ...
IC code extraction
IC-decryption

MCU CPLD FPGA ARMIDSE.

About ICcrack

= The general method of decryption chip = IC to decrypt the law relating to reputation

= With regard to the process of IC Crack Service

= How to contact us?

= \We are able to provide those services?

AVR Crack list CPLD Crack & FPGA Crack

atmega> atmegal68V atmegal168 atmega163L atmegal62L atmega2561 altera> EPM3512A EPM3256A EPM3128A EPM3064A EPM3032A

EPM71285LC EPM7T0645LC EPM70325LC .....more

atmega2560 atmegaB515L atmegaB535L atmega88V atmegad8V

atmegal28L atmegaG4L atmegal2l atmegalbL .. more Xilink>  Xc95288XL XcO5144XL Xc95T72XL  XcO536XL .. more

ATtiny>  ATtiny45 ATtiny88v ATtiny13 ATtiny24V  ATtiny15L

ATtiny11L

M—

Microchip>PIC16F627 .....more SST » SSTE9ES2RD2 SSTE9ES2RD SSTE9E516RD2 SSTBIES16RD ......more

attingy13 ...




MCU crack
services

£

HING DAHL TECHNOLOGY HK €O, LTD temap &, Companyprofie  4PHCU crack Blog

scryption]  MCU crack unlock/SCM crack unlock  [PCB clone I Programmert  [Senvice/FAQ] |G unlock news

IC unlock crack decipher Service FAQ and Service | IR S R =~ 0 ottt

e wuik‘mc MCU unlock crack break decipher Code extraction 10 years,Until now we service
‘or many countries from all over the world custemer,10 years decipher experience, High
speed,High success rate, High quality in communitiesofpractice! so blive us and choose us, you
hddworld regood luckyl T T e e

ervice Process:

Home| |IC unlock crack/IC Chip decryption nlock news

The buyer is liar: (veryone take care and remenber this liar) CIRCUIT : .
enCIRCUIT -3 (2N O DR oo

Name:Lin

sung MCU unlock crack i 1 . i Ll Break
Address:via togni, 6, brescia, Brescia, |ta|y MCU Crack | DSP Crack | AVR Crack | CPLD Crack FPGACrack ICCrack |

Phone : 0393333336633 Keywords ade Extraction

The cheat bought goods then return back wrong and bad things to us. Vi e e b o ocontroller Uni SFOHBE.  rereeeeaeeaeeaaaaaaaeaaeaaaaa,

Hot Products

Everything they make, We can break!

HOME COMPANY PCB COPY MCU HACK FAQ CONTACT Us Disassembler Software

WHY US ?
World first mcu hack company

+” In business since 1998
+ Reversed tens of thousands of chips
+/ Copied thousands of pcbs
+/ Foreseen all pertential problems
+ Integrity with payments Customer Testimonials
RERERERRaN

Learn More ©

“We are very p
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About ICcrack

IC Crack Search| search
m Index AVR Crack CPLD Crack MCU Crack FAQ Content please enter your... :attiny34

= The general method of decryption chip = IC to decrypt the law relating to reputation

more>> announce more>»>

IC reverse analysis research
Removing read protection ST Unveils World's First ARM ...
IC code extraction
IC-decryption

MCU CPLD FPGA ARMIDSE.

FAQ:

AVR Crack list

atmega> atmegal68V atmegal168 atmegal163L atmegal62l

HING DAHL TECHNOLOGY HKCOLLTD  @rsieman  Z.cc

cryption  MCU crack unlock/SCM crack unlock  |PCB clone  IC Programmer

IC unlock crack decipher Service FAQ and Ser

atmega2560 atmegaB515L atmegaB535L atmega8sV

atmegal28L atmegaG4L atmegali2l atmegalbL

ATtiny>  ATtiny45

ATtiny88v ATtiny13 ATtiny24V

ATtiny11L

¥ |
We work on IC MCU unlock crack break decipher Code extraction 10

attingy13 ... more

Microchip>PIC16F627

for many countries from all over the world customer,10 years deciph
speed,High success rate, High quality in communitiesofpractice! so |

...... more Service Process:



/' Chip Works

4 Chip Works Technology Limited

PCB Reverse Engineering

and Cloing

PCB Assembly Prototyping

PCB Manufacturing

Atmel Microcontroller Crack

Microchip IC Crack

Altera Chip Decryption

Toshiba Microcontroller

Cloning

Winbond IC Dump

For Car Industry

Chip Works helped global clients to
copy a wide range of tools

for car diagonsis, auto locksmith,
engine tuning

MICROCONTROLLER HACK SERVICE
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MOTOROLA Series MCU reverse engineeriny

34. MCE8HC11/711 Series: MC68HC11A8(AB95T), MC
MC68HC11E9(1B60R), MC68HC11E9(DS2R), MCE8HC
MC68HC11F1(2F37E), MC68HC11F1(ES7]), MCE8HC1:
MC68HC11KA4(1E59B), MC68HC11KS2(0H958), MC68
MC68HC711E20(1H195), MC68HC7 11E9(4K81H), MCE
MC68HC7 11K4(K59D), MC68HC7 11PHS(0H30R), MC6S
MC68HC11P2(2E741), MC68HCT 11P2(1E53M)...

35. MC68HC705 Series: MCE8HC705C4, 68HC705C4,
MCE68HC705C8A, 68HC705C8A, MCE8HC705CY, 68HC
68HC7055R3, MCE8HC705]1A, 68HC70511A, MCE8HC
MC68HC705X16, MCE68HC705%32, MC68HCO5B6, MC6
MCE8HCO5X32

36. MC68HC908 Series: MCE8HCO5H12(0H57A), MC6S
MC68HCI08AZ60A(3KE5K), MCE8HCI0BASE0(3174Y),
MC68HCO8AZE0(1135D), MC68HCOSAZ32(0166D), MCt
MC68HCO8AZ32A(1L52H), MCE8HCO08QT1, MCE8HCS
MC68HC908QY2, MC68HCI08QY3, MC68HCI08QY4, I
37. MC68HC912/9512 Series: MC68HC912DC128A(3K
MCE68HC912DG128A(3K91D), MCE8HC912DG128(0K5(
MC68HC912D60(0K13]), MC68HC212D60(4F73K), MC
MC9512DG128B(0L85D), MCo512DT128B(0LE5D), MC
MC9512DT128B(1L85D), MC9512DG256C(2K79X), MC
MC9512H256(1K78X), MC9512DP256C(2K79X), MCSS



RAINOC IO

Orange5 Iz a professional programming

device for memory and microcontroliers.

Unique feature of the cument senes programmers ks bulit-in
macrolanguage for wiing down protocols, which

ghves fast and easy capabiiity to add new types of microschemes,
precizely meeting manufacturers’ requirements 1o read/write
algomhms.

Orange 5 base set- 350 EURO whitout including VAT

Additional Adapters for Orange 5

Additional Software for Orange 5

Technical Info

- USE power supply (USEB2.0/2.0).
- Universal easy 1o plug panel ZIF16 for EEPROM
- Control of contacts In the sockets
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CARPROG clone LEGALIZATION to
original CARPROG IMMO FULL version

CODECARD.LT (ATOMIS company) has introduced the possibility to update
CarProg clone to legal and original CarProg basics, AIRBAG FULL, DASHBOARD
FULL, IMMO FULL or FULL software versions, ~ We offer LEGALIZATION only

for the softwares.  SOFTWARES which will he included after CARPROG clone |
LEGALIZATION to origina... e
huania

decardt
€900 ) Mon B
= — card.lt

M +3/0b15 16161

. Fax.: +370 37 452667
ce is open:

, 9a.m. -5 p.m.

+02.00)

{ papIo |
Hi

CAR

| AIRBAG | IMMO |

i DAsH

ﬁ
———
——— ———————=

vals

arProg manuals

CarProg CarProg
e information  Online manuals

) Inlo A Manuals
erdl ARSIl

CarProg verisl

Location: [CARPROG/Software/MCU

52.4 - CarProg Motorola (Freescale) 912 and 9512 MPU programmer

Product Information

CarProg Motorola and Freescale 912 and 9512 series MPU internal EEPROM programmer.

Supported MCUs:

912832 (1H91F, 0138M)

912832 (3HI1F)
912832 (4154E)
912832 (9HO1F)
012060 (0K131)
912060 (0K75F)
912060 (4F73K)
91208128 (0L85D)
912DC128 (0KS0E)
912DG128 (3K91D)
912DG128 (SH55W)
9512H128 (1K78X)
9512DB128 (0L85D)
9512DG128 (1L59W)
9512DG256B (1K79X)
9512XDP512 (OL15Y)
9512D64 (2L86D)
9512DT128 (3L40K)
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Padelis Floudas

@ Edward Karpicz on Feb 5, 2014 1:30 PM
For urls on programmers that do bypass the security on these MCUs is following:
http:/hww xprog-m.comi/product. php?id_product=502
http:/iwww.scorpio-lk.com/eng/oranges_main_eng.htmlc?
and at the bottom there is a "general recommendation™

http:/iwww.eldb_eulindex_php?route=information/information&information_id=15&F

These tools are sold as vehicle tools many years now and they are worth the money. There are more tool
that do the same thing like "UPA programmer”.
The data that 1 have would be garbage if | reprogrammed the unit with those data and it wouldnt work. You

could say that "how do you know that the data are erased?" and the discussion would go on for ever.

What is strange is that as an Electrical Engineer and programmer i cant understand how these tools

bypass the security. This is why i started this discussion here. More brains work better than one. @

lama =

@ Padeliz Floudas on Feb 7, 2014 7:02 AM

Hi

| hope you understand | will not continue with thinking hov: to hack the MCU.

El

Also to Edward:
First of all, there's absolutely no 100% secure application, micro, device, etc. If there's enough demand to
"hack" something, it will be done. Just ask Microsoft and the XBOX, Apple and the iPhone or the DVD industry.

Saying that our parts are 100% secure could be a lie. So, the answer on the question is really not important
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Notice:

Disconnect the internet internet may damage the hardware

Never try to UPDATE
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10 | RESET o MK NI

T-PHASE STATE MACHINE
H AT CRITICAL POINTS

Saleae Logic 1.2.11 - [Disconnected] - [XPEOGC RESET + BDM with BYPASS SECURITY 8 MHz logicdata] - [8 MHz Digital, 30 s]

+0.1 s

+0.2 s

+0.3 s

+0.4 5 +0.5 s +0.6 5 +0.7 s +0.8 s +0.9 s +0.1 s +0.2 s ||

11 EDM o 23

W
|




Saleae Logic 1.2.11 - [Disconnected] - (<PEOC RESET + BEDM with BYPASS SECURITY 8 MHz logicdata] - [B MHz Digital, 20 s]

[|F0.9 s +0.1 = +0.2 = +0.3 =5 +0.4 s +0.5 5 +0.6 5 +0.7 s +0.8 5 +0.9 = +0.1 = +0.25 |
00 ‘ RESET & oa
|
—ig Saleae Logic 1.2.11 - [Disconnected] - [APROC RESET + EDM with EYP ECURITY 8 MHz logicdata] - [8 MH
T srtee s
— ||+6 ms +ims +8ms +9ms +1ms +2ms +3Ims +Ams +5ms +bms +7ms +Ems  +9ms
01
) | RESET G i

o
x|

BDM




U./alq23U372 oxealTol RCAL DU DT IC rrel = rrrr RalbAF. 32153
0.751610625 SEC!=0

0.751762375 - 0.75178175 RESET 194

0.75513675 'OxedffOL' READ BD BYTE FFO1 = FFFF RSTGAP: 33550
@.755317 SEC!=0

0.755468625 - 0.755488375 RESET 197

0.759162 'OxedffOL' READ BD BYTE FFO1 = FFFF RSTGAP: 36736
0.75934225 SEC!=0

0.759494125 - 0.759513625 RESET 195

0.75951375 - 0.759513875 RESET 1

0.763426 'OxedffOL' READ BD BYTE FFO1 = FFFF RSTGAP: 39121
0.76360625 SEC!=0

0.76375775 - 0.763777375 nCOE | 196

0.767221875 'OxedffOL READ BD BYTE FFO1 = OOCA RSTGAP: 34445
0.767402125 SEC!=A !

0.7922245 'OxedffOL' READ BU bric rrul = BOCA RSTGAP: 284471
0.79240475 SEC!=0

0.824448625 'Oxe0ffOT READ BYTE FFOF = FFFC

0.856687625 'Oxe00101" READ BYTE 0101 = @OFC

0.8889145 'Oxe0ffod' READ BYTE FFOD = FFFF

0.921142125 'Oxe00104 " READ BYTE 0104 = FFOO

0.951355875 'Oxe00010" READ BYTE 0010 = 09060

0.98358225 'Oxc808001234" WRITE WORD 080 = 1234

1.031914625 'Oxc808025a7a’ WRITE WORD 0802 = S5ATA

1.08026625 'Oxe80800" READ WORD 080 = 1234

1.128606875 'Oxe80802" READ WORD 0802 = S5ATA

1.176947 'OxedffOL' READ BD BYTE FFO1 = 0OCA RSTGAP: 4131696
1.17712725 SEC!'=0

1.209184875 'Oxc4ff@l00ca’ WRITE BD RYTF  FFO1 = QOCA

1.24149775 'Oxe00013" ncAU BYTE BO13 = wull

1.271623125 'Oxe8001a READ WORD GO1A = 3102






g 9s12 after bypass security

------- e A ¥ o o o
- FF FFFF FFFF FFFF FFFF FFFF
#x0ABBC18@ : FFFF FFFR FFFF FFFF FFFF FFFF FFFF FFFF
Bx0APAC198 : FFFFR FFFF FFFF FFFF FFFF FFFF FFFF FFFF
Bx00BACIAG : FFFF FFFF FFFF FF FFFF FFFF FFFF FFFF
AxBOBACIBA : FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
@xPBAACLCA : FFPR FFFF FFFF FFFF FFFF FFFF FFFF FFFF
@xBBBAC1LDA : FFPF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
UxBBRACLIED : FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
52§250501F3 * FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF

Larget status rea => (BxC2)> = ENBDN, BDACT . UNSEC.,
| n.

Speed-sync, Upp—-Of f, Ulld-Externail, RSTO

; 2 {1922 ticks, sync=32.0 us)

- rw BxcBBB Bx100
T =%

Bx0BBBCHARA : 37Fg 36F4 7B33 1FF6 36F@ 2612 F636 F126
Bx08RACH1LA : ADFe 36F2 2608 F636 F326 08379 331F 4AS5F
Bx0AAACH20 : EDPB 8461 @379 331F E684 4A7F 90800 @441
BxBBRACA3IA : 1@EG 8840 7F90 VBAB4 4107 C601 7B33 1028
Bx0BAACA4A : @379 331C F633 1F27 1AB? 1812 B?745 49C3
Bx@BBVACASE : 1CC4 3BCC 8000 C991 8988 B74¢ 3A11 ?D33
BxBBBBCHELA : 232@ B5C? 877C 3323 3284 69AF E688 CE33
Bx@NBBCA?8 : AB6Y? ESCE 3383 69ES 6280 E680 €188 25EC
BxABBACARM : 2933 @179 3302 6980 E680 8759 B?45 CD@A@
BxBBEACAYD : BBR6D E233 1362 BBE6 8OC1 @425 EB79 331B
BxEB0NACHAD : 7933 1FCH 8178 331E 7933 1D79 3328 7933
Bx@ORACEER : 2279 3321 7933 1C?D 3323 §77C 3327 7C33
Bx0BBACACA : 2978 3325 C6@5 7B33 26C6 B37?C 3329 7A33
Bx@00ACADe : 2B7A 332C 3200 69AF FE33 4927 1789 7E33
UxBANACAED : 4984 2564 Ce@1 6B8A E680 @421 @7CC 5553
BxANBACAFDE : 4AC1 1BAG 3200 201A F633 4C87 333 4D4n
BxBABAC1AB : C11B BOF6 334C Ci81 2485 7233 4C20 9379
BxBBRAC110 : 334C F633 4BPi 334C 26DE GA3B B745 E6BB
BxBRRAC120 : GBBA C&A1 ERR{ Bea- =22UE BAJB B745

=1. No Reset. CFUx—p



dit Format View Help

2704BFBEFD9320BC6097B830BABG0LTAZ01BEF
2807F301EFG300EB759FE30LEEBT466EEASOTE
290241803308F301EFF301E4A426300164DDF
2AQ00FF6300EE7 59874 SEEE230247E30LEFFFC
2B0301EOB1F014401551E0161080C074F7EFF
2C032981F0161103E2038074387548A807C1E
2D03298F6016154C40378320CFE016254B6F1
2EQ016137C68012EABO7B3296F6016354B6C3
2F001626B80C68012EABO7B329A1F016301AF
300041C3298404AF7DF001C0144010AF601FC
3106058585866016144444444441806B701EF
32087B745F6016054545454548710C7 LAEGTD
3303DCH0A7B30BABE0L7A301B/F301EF630CE
3400E8759FE301EBT466EEA20241803308FAC
350301EFF301E4A436E00164D0FFE300EBT96
36059874 5EEE230247E301EFF301E0BO7 3AGE
370C4012700100147011D329D001C74AB7DC79
380380727C402270E1D0147021D329D02C6AD
390014A87DC380713C404270E1D0147041D96
3A0329D04CE024AB7DC3B0AF60147F4014606
3B03D1F014402081C0144024A6E25001E01EF
3C0440C071E014430022011C602783209E4A6F
3p06E31001001450C1D0145300BCE0CTBE30B0
3EQBABG0L7A301B7F301EF6300EE7 59FESOB4
3FO1EB7466EEA30241803308F301EFF301E7D
4004A441900164D0FFG300EB7 59874 DEEE2AF
41030247E301EFF201E0B4C4EQLCT 37C602BF
4204AA15338320A6BADOFB70F044AA1C3I3E2F
430EC86494949496CE626044AA1C33BCTBT792
4406C81E6B805B30EEBBEC31E3B1E331E33168
450E321E331E321E331E3316CB1EDBO036D24
4608626E518830A14101C02500820FE4AALGC
470C338084AA1C3380BCEOD7BE30BAB60L7A08
480301B7F301EF6300E87 59FE301EB7466E45
490EA30241803208F301EFF201E4A44B650022
4A0164D0FF6300EB7 59874 5EEE230247E30B4
4B01EFF301E0BLBOD4FCC20504FCB204CDEED
4COCCEBE2DECFOBBOFG36EECLB4250EERBOCT
4D0C10AZ26374A8B46380762202FCE64B63491
4EQOF912B745F636EEBT1AEGEGBOGBE2 34FASF
4F07236EECL0A26144A8B4638F634FOF13482
500F8260407372004C602073D4FCC402A4F43
510CB4026D6CCOBBIFC24F2F334FGB745E6BT
520005BCFFE34FG0B7EI4FGBEI4F4250A4D23
530CB407936EFCE03070F1BE30ACE0237CEEB2
5400C4A5FC5001BB13D37C74A5FC5001B810C
5502p1410C62058107900114D39804D350F74
5604D343F4C34034D3AB04F 3708FC4C398B06E
570CF3FF84A5AL50020FEGCAC2030EEBGEGIE
580306EBG6EE369E2EEEBEGOOEBE3C4806EBT
5900165006883044108EC00CE2188106C00A0
5A06282E682C10825DFEEBO09G6EBOECBO26F7
580CC1EB43D371E30978036F63097260B67DE
5C02014107A30981C3018401C309780CE9100
5D07B30BBE6B04A59CEONOCE907B30BB1D3091
5E09780B6209726091D0201840862098870225
SF0323DCES4CHAGES7AI0LCCES4CAEGES2T31
G60013CE30300EE40405CE07064 56436164408
610211B813DCE30300FE40405C6040645B84A9
6200CE40581032205CE303869E4B6701165045
630CF3D1B9CCC30A26CE22079EG00876CB0O35
64059FD30A3B745ADE230A92661E6E81164590
650F2EEB2E600876CB059B746ECEA3DBL2767
66039874 5FCH4BEA3EA3QADACEAZOBL2412F0
67067 546354BE830001E3EA30A96CEAZOAS0D
GE0200CECEA3OASESEA3OBL16CEAIQAOEEBZFE
690E60087C330A56C82201AEDBOEGEAIDASDT
6A06B00CE2Z0ASEGBLIB7106AE42007ECB0C226
GB030ASG6CE2EES2EGO004B1801B84 3D6CABBS
GCOEGBOCES4C2EGESGBE487C330A26CE220AF
6D023E600E1892617F6301B260210EFCH07FL
6E0164564F630BC27020760C607205987C3B5
6F030A56CE2EES2EOO004B1D6EGEO87 365988

File

ROM 2
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2

ROM

ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2

ROM

ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2
ROM :
ROM 2
ROM 2
ROM 2

Edit Format View Help
4276 _CANO_receive: ; DATA XREF: USER_VEC:FFB2io
4276 Tdab #9
4278 stab byte_30BA
4278 Tdaa #1
427D staa byte_301B
4280 sts word_301E
4283 Tdab byte_300E
4286 clra
4287 1s1d
4288 Tdx word_301E
4288 tfr d, y
428D STX $3024,y
4291 movw #$308F, word_301E
4297 Tds word_301E
4294 call sub_4283, #0
429€ jsr sub_4D0F
42A1 dab byte_300E
4244 clra
42A5 1s1d
4246 tfr d, x
42A8 Tdx $3024,x
42AC sTx word_301E
42AF 1ds word_301E
4282 rti
4282 ; End of function _CANO_receive
428
4283
4283 ; s u ROUTINE
4283
4283
42B3 sub_42B3: CODE XREF: _CANO_receive+2
4283 brclr  CaNORFLG, #1, locret_430D
42B8 brset byte_161, #8, loc_42c9
42BD bsr sub_430E
42BF STX word_3298
42¢2 brcir byte_161, #$10, loc_4305
42C7 bra loc_4301
42¢9
42C9
42¢9 Toc_42C9: ; CODE XREF: sub_42B3+51j
142C9 bsr sub_430E
42CB tfr X,
42¢D oraa #%80 ; ‘¢’
42CF std word_3298
4202 Tdab byte_161
42D5 Tsrb
42D6 andb #3
:42D8 stab byte_329C
42DB Tdab byte_162
42DE 1srb
42DF Tdaa byte_161
42E2 shb
42E3 dab #3580 ; ¢’
42E5 mul
42E6 orab 0,sp
42E8 stab byte_ 3298
42EB Tdab byte_163
42EE 1srb
42EF Tdaa byte_162
42F2 stab 0,sp
42F4 Tdab #3580 ; ¢’
42F6 mul
42F7 orab 1,5p+
42F9 stab byte_329a
42FC brclr byte_163, #1, loc_4305
4301

SEYUUU I UUUUS ZFL
5eg000:000042FC

5eq000: 76
seq0B0: 00084276
seq0B0: 00084276
sequA0: A0BBL276
5eq0B0: 00004278
seq0B0: 00084278
seqHB8: A00BL27D
5eq0B0: 00004280
seq0B0: 00064283
seq000: 00084286
seqHA0: A00BL287
5eq0B0: 00004288
seq0B0: 00084288
seq000:0008428D
seqHA0: A00AL291
5eq0B0: 00004297
seq0B0: 00084290
seq000: 00084290
seqHa0: A00BL29E
5eq060:0000429E
seq0B0: 00068421
seq0B80:000842AL
seqHa0: A06BL2AS
5eq0B0:000BL2A6
seq0B0:000842A8
seqHA0: A06BL2AC
5eq060:0000L2AF
seq0B0:000B42E2
seq000:000842B2
seq0A0: A00BL2B3

a
@,
CAN_RECEIVE_ISR:
1dab #9
stab byte_30BA
1ldaa #
staa byte_381B
sts saved_stack_pointer ; store stack
1dab system_Uector_call? ; INIT = @
clra
1s1d
1dx saved_stack_pointer
tfr d,y
stx 53024,y
mouy #5008F ,saved_stack_pointer
lds saved_stack_pointer
call get_CAN_ID,#8 ; exit if CAN rx
jsr handle_CANID
1dab system_Uector_call? ; INIT = @
clra
1s1d
tfr d,n
1dx 43024 ,%
stx saved_stack_pointer
lds saved_stack_pointer

rti

seqape: B3
seq0B0: 000042E3
seq000:000042E3
Sequaa:anesL2B3
seq000: 00004283
seq0B0: 000042E3
seq000:000042E3
Sequda:anesL2Bs
seq000: 000042E8
seq0B0: 008842ED
seq000: 000042ED
Sequia:anesL2BF
seqO00: 00004262
seqOB0: 00084202
Sequaa:aness2Gy
seq000: 00004267
seqBB0: 000842C0
seq000: 00004209
Sequaa:aness2ce
seqO00: 00084269
seqBB0: 000842C0
seq000:000042CB
Sequaa:aness2con
seq000: 000042CF
seqBB0: 008842D2
seq000:000042D5
Sequaa:aness2D6
seq000: 00004208
seq0B0: 008842DB
seq000: 000042DE
Sequaa:aness2DF
seq000: 000042E2
seqBB0: 000B42E3

SUBRODUTIMNE ==

; exit if CAN rx not Full

get_CAN_ID:

; GODE XREF: seg@

brclr CANBRFLG ,#1,n0_CAN_RXF

brset CANBRIDRA , #8,process_CAM _extended
bsr process_CAN_standard_ID

stx CANid_from_ ISR

brclr GCAMBRIDR1, #4108, n0t_RTR

bra was_RTR ; set RTR bit in

process_CAN_extended ID:

; CODE XREF: get_|

bsr process_CGAN_standard_ID
tfr x,d

oraa #ie0 3 'g°

std GANid_from_ISR

1dab CAMBRIDRA

1srb

andb #3

stab CAMbUF_RX_ID_bytez |
1dab CAMBRIDR2

1srb

1daa CAMBRIDR1

pshb

1dab #wigo 5 gt

UNENOWN 00000000000042D8: get CAN ID+25

OrCIr

CANURLDUKS

JFLLTUC_KTR

CITECK KIR




MC56F83

75411-NOQ
ARM7

cale MC908GZ
Bluetooth “iDevice” - Freescale 9512C
Light Module (not OEM) -

SAF-XC164CS
ATMEL AT90Can128

Wiy, 401y
rhmm!i!!uihl!iﬁuﬂ i
[ =
e

e s L T T AT |




; exit if CAM r® not full

get CAH ID:
brclr

brset
bsr
stx
brcly

bra

get_CAH extended ID:
bsyr

tfr

oraa
std

ldab
1srh
andhb
stab
ldahb
1srhb
ldaa

pshb
ldab
mul
orahb
stab
ldahb
1srh
ldaa
stab
ldab
mul
orab
stab
brclr

; CODE XREF: seqO00:0@00429atp
CANBRFLG ,#1,no0_CAH_RXF

CANBRIDRA1,#8 ,qget_CAN_extended_ID ; Extended: ID28 ID19 ID18 SRR=1 IDE=1 ID17 ID1&6 ID1S

mung_CANMSBE _into_X ; ¥ = @@eee Ipie 109 IDB / IDY IDS IDG ID4 ID3 IDZ IDY IDA
; & = 00888 ID28 ID27 IDZ6 / ID25 IDZ24 ID23 ID22 IDZ21 ID28 IDM9 ID18

CANRIDtop11 s EXT RTR 8 8 8 ID28/18 ID27/9 ID26/8 ID25/7 ID24/6 1D23/5 1D22/4% ID21/3 ID28/2 ID19/51 ID18/
CAMBRIDR1,#310,n0t RTR ; Extended: ID2@ ID19 ID18 SRR=1 IDE=1 ID17 ID16 ID15

was_RTR ; set RTR bit in buffer

;: CODE XREF: get_CAN_ID+5Tj
nung_CANMSB_into X : ¥ = @0088 ID18 ID9 IDE / ID7 ID5 ID6 ID4 ID3 102 ID1 IDO
; ¥ - 08800 ID28 ID27 ID26 / ID2S ID24 1D23 ID22 ID21 ID28 ID19 ID18

®,d
wieo ;g ; set EXTENDED_FRAME bit in D
CANRIDEop11 ; EXT RTR @ @ @ ID28/10 ID27/9 ID26/8 ID25/7 ID24/6 ID23/5 1D22/54 ID21/3 ID26/2 ID19/71 ID18/I
CANBRIDRA ; Extended: ID28 ID19 ID18 SRR=1 IDE=1 ID17 ID16 ID1S
#3 ; B = IM7 ID16
CANbuf_RX_XID_17tod6 ; ID17 ID16
CANBRIDR2 s ID14 ID13 IDA2 IDA1 IDAG ID? IDB IDV
s B=81ID14% I3 ID12 ID11 ID16 ID9 IDB
CANBRIDRA ; Extended: ID28 ID19 ID18 SER=1 IDE=1 ID17 ID16 ID1%
; Standard: ID2 ID1 IDB RTR IDE=8 8 8 @
#ige ; g ; K7
;B=IMS e e aBBaA
a,sp
CANbuf_R¥_XID_15to8 ; IDAS IDA4 ID13 IDA2 ID41 ID16 ID? IDE
CANBRIDR3 ; ID6 ID% IDY4 IDZ IDZ IDA IDO RTR
; drop RTR bit
CANBRIDR2 s ID14 ID13 IDA12 ID11 ID1G ID? IDB IDV
a,s5p
#ign ;¢
:B=1ID7 BB 0 0000
1,s5p+

CANbuf_RX XID 7to@ ; ID7 ID6 IDS IDA ID3 IDZ ID1 IDB
CANBRIDR3 ,#1,.not_RTR ; check RTR
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